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Integrations basics

Integration is anything which enables chatbot to connect with outside world. It could be initiated by the
chatbot using step on certain point in the chatbot tree or in the opposite by some external system by
triggering some of bot APlIs.

Integration step

Integration step could be added to any place of chatbot tree and is triggered in the moment when any
user is passing given point in the conversation. It can call any of supported APls, pass parameters inside
(static or dynamic based on data we already know about the user using variables) and store results for
further usage.

Use-cases

* Fetching some data from system to show (in mesage, carousel, ...) or use for further decisions in
the bot flow (for example show available job positions) - examples of use:
© Show carousel of available job positions in ATS system
© Show carousel of recommended products in eshop
© Get maximum loan value based on values entered by the user
¢ Storing some data from bot to external system (add new candidate to selected position using data
user entered)
© Store candidate application to ATS system with all gathered information (name, email,
phone, position ID)
© Order some selected product in e-commerce platform
© Create support ticked based on gathered clues in servicedesk systems like Jira
® Triggering some action in external system (trigger remote modem restart in internet connection
helpdesk bot)

Architecture

Every integration step type consists of two parts. First of them is JSON schema which describes what
input parameters of which types are expected, which of them are required and what output structure
should be expected. Second part is the code itself which implements:

® How is bot authenticated (in the most cases using some predefined token stored in the bot settings)
® How are parameters transformed and attached to the call



® How are output data transformed before saved into output variable
® Error handling
© show fatal bot error to the user and stop conversation
© trigger some predefined dialog
© just log error and save some flag to user data variable so some decision could be made in
the tree based on it

In ideal case, integration step performs just a single API call but in some advanced scenarios it is often
needed to perform multiple calls and combine input/output data to fulfill desired goal.

Advanced topics

Timing
Integration step could behave in three different ways from the point of view of timing and performance.

® Synchronous call
© User needs to wait for completion of API call during conversation
© All data returned from API could be saved and used further
© Data are not stored in bot database so filtering/searching should be performed on target
system and just required subset of data should be returned
© System should be stable and response should be fast (max. few seconds) to not let user wait
too long
® Asynchronous call
© Fire the request but do not wait for the result and continue immediatelly
© Can be used to trigger some not-critical action where we do not need to know the result
© For example track event into some analytics system
® Call on background
© Data could be downloaded on background and stored into bot's database
© They are later accessed locally by integration step during conversation quickly without need
of any other system
© Bot needs to filter/search data by itself which has limited performance (max. thousands of
rows) and features (only filter by by tags or by locality radius)
© Works also fine for slow and unstable data sources
© There could be several ways how to trigger background data update
© Periodical pull (reliable but consumes an unnecessarily large amount of resources)
© Push (external server pushes data to the bot when some change occurs - always all of
them or incrementally)
© Pull on change (external server just signals bot that there is some change and bot do
the same as during periodical pull)

Level of abstraction



It is very important to consider which level of abstraction use during the process of integration step
design. For example imagine that we have some system called "MyCRM" with a lot of modules with REST
API which can perform insert/update/delete operations on any of them when every module has different
set of fields. Goal of prepared integration is just to add customer with given name and email. Now we
have at least three levels of abstraction to choose from:

® Action level
© The most specific, single purpose, very easy usage, need to change the code during every
change of logic
° Integraton called | mycrm- add- contract|
© Parameters |name=. .. | and|email=... |
© Returns|id=... | which could be used directly
® Protocol level
© The most generic, versatile, difficult usage, do not need to change the code when logic
changes, API needs to support such generic format
° Integration called |rest]|
© Parameters |endpoint=mycrm. com/api/vl/customers |, |method=post|,
|body={"name": oL, "emailti .o} |
© Returns |{"response": {"body": {"id":"...", ...}, ...}, ...} | which needs to be parsed
° For such purposes, there is already an integration step called HTTP GET/POST request
® Service level
© Balance between two levels above
° Integraton called | mycrm|
© Parameters |modu1e=customers |, |action=add|, |body={"name": oot "email": L") |
© Returns |[{"id":"...", ...}| which needs some simple parsing

It could not be said in a generic way which of these levels is correct. It always depends on given use-
case, specs of used APl and plans for future modifications of logic by non-programmers.

Channels

Channel is used to transfer messages from bot the user and back. We have some channel integrations
built in the product itself, but it is possible to integrate any custom chat channel with proper API. There
are three ways how to do it:

® Feedyou will implement connector to present API of the new channel
® Channel will implement connection to generic Microsoft Bot REST API which is already supported

(more info here)
® Channel will be part of some channel-aggregation platform which is already supported by Feedyou
such as MS Bot Service or Mluvii


https://docs.feedyou.ai/books/conversation-designer/page/integration-integracni-krok#bkmrk-http-(get/post)
https://docs.google.com/document/d/1J7WpmoQK1SJ2N8PkFHedGalBsNgR5JJEmhN8bAfsBnQ/edit#heading=h.3qp6jtpays5d

Some chat channels also support transferring events during the same "pipe" which is used for messages.
Example could be WebChat component which allows:

® during initialization of chat component on the web page, any data we know about the user (such as
email, selected page, auth token, ...) could be passed in and then can be further used in the
chatbot tree for decision or passed into other integrations (for example auth token passed from the
web page could be used for APl authentication with user-scoped access permissions)

* when any event happens for page (for example user clicks some element, fill form field, etc.),
webchat can send event to the bot to save some user data, start selected dialog and so on

* in the opposite when user reaches some point in the tree, it is possible to send event from bot to
the webchat component and trigger predefined listener to perform any code in the page (for
example close chat, reload page, ...)

Dialog trigger

External system can trigger selected dialog for given user by calling Trigger APl which has following
parameters:

® Selected user address (probably previously stored in some output integration, some segmentation
filter could be also available in the future instead of single ID)

® Dialog ID to trigger

® Optionally list of user data to preset before triggering dialog

You can read more in Trigger APl documentation.

User data export

There is an APl exposed by every running chatbot which could be used to retrieve all stored data for
every user. This APl is mainly used for analytic purposes (such as how many users have passed certain
point in the tree - and thus have given storage filled) but also could be used for anything else. There are
available basic parameters that could be used to filter out only given subset of users.

You can read more in Export APl documentation.

Preset integrations


http://docs.feedyou.ai/books/api/page/trigger-api
http://docs.feedyou.ai/books/api/page/export-api

There is already a lot of integrations already implemented in Feedbot Designer. You can check

this spreadsheet to find out more. It is important that every system could be integrated in large number of
different ways with different options so it is needed to consider given use-case carefully.

APl automation platforms

Not all integrations needs to be programmed directly in the bot's code. Different kinds of
automation/integration platforms or tools could be used to connect different services including bot to
implement needed logic. Good examples of these platforms could be:

® Integromat
* Zapier

* Microsoft Azure Logic App
... and many others

Adding new integrations

Following list tells what is often needed to have to allow new integration to be implemented:

® Well described use-case incl. the way how integration should be used in the chatbot tree such as
input/output variables and how they will be used on other parts of the tree
® API specification incl. authentication (if target system currently do not have any and is going to

prepare some just for the chatbot, take a look at the example how we think this APl should look like)
* Example credentials to be able to test integration during implementation against real system


https://docs.google.com/spreadsheets/d/1kwOMxG-WSvuExrZpPdrZwmK4Oc3md2eUW-UT5F6Zz74/edit#gid=0
http://integromat.com
https://zapier.com
https://azure.microsoft.com/cs-cz/services/logic-apps/
http://docs.feedyou.ai/books/api/page/external-api-recommendations

Export API

Full and up-to-date version of the whole Management API including export module could be found

in our Swaggerhub.

Base URL for export APl is bot-specific |https: //feedbot- ${BotId}. azurewebsites. net|. Please use the
|2code=. .. |query param or | x- functions-key: ... | HTTP header to perform token based authentication.

Get users data

Calling this endpoint without timestamp filters can return very large amount of data and affect bot
performance. Regular daily fetching of data from the past day is recommended approach.

|GET /api/management/export/userData|
Returns list of objects containing all user-scoped data which bot persists. Optional filters parameters:

® |notEmpty| use comma separated list of fields (in camelCase format) which should not be empty to
include given user in the output list

® | fromTimestamp| and | toTimestamp| second-based UNIX timestamp to limit users in the output based
on the date of last message

® |where... | where]... | is name of field which should be equal to the parameter value

|userId|
|timestamp|

|... all storages in camelCase ...

Examples

° |GET https: //feedbot-
${BotId}. azurewebsites. net/api/management/export/userData?notEmpty=phone&fromTimestamp=1559901734

to get data of all users who have interacted with the bot after |06/07,/2019 16: 62: 14| and have
passed through question with | phone| storage

* |GET https: //feedbot-
${BotId}.azurewebsites.net/api/management/export/userData?whereGender=ma1e&&code=${FunctionKey}|


https://app.swaggerhub.com/apis-docs/feedyou/bot-management/

to get data of all male users

Get users data snapshot
This API method is available since bot hosting version v1.7.474

|GET /api/management/export/userDataSnapshot|

Returns list of objects containing all user-scoped data snapshots (generated by the "clear user data"
action) which bot persists. Usage and all params are the same as in "Get users data" API.

|userId|
|timestamp|

|... all storages in camelCase ...

Get NLP logs

This API method is available since bot hosting version v1.7.474

|GET /api/management/export/nlpLog|

Returns list of objects containing all inputs entered by the user which was not possible to process using
conversation tree. Desired time range could be specified using | fromTimestamp | and | toTimestamp | second-
based UNIX timestamp.



|result|

|processed|

Get outgoing emails
This API method is available since bot hosting version v1.7.474

|GET /api/management/export/outgoingEmail|

Returns list of objects containing all emails sent by the chatbot incl. recipient, subject, body. Desired time
range could be specified using | fromTimestamp| and | toTimestamp| second-based UNIX timestamp.

|userId|
|timestamp|
| body|

|from|

|recipients|
|rep1yTo|
|step1d|

|subject|

Get outgoing SMS
This APl method is available since bot hosting version v1.7.474

|GET /api/management/export/outgoingSms|

Returns list of objects containing all SMS messages sent by the chatbot. Desired time range could be
specified using | fromTimestamp| and | toTimestamp| second-based UNIX timestamp.



|channe1|
| tink |

| message|
|provider|

|recipients|

Get fuzzy question answers log
This APl method is available since bot hosting version v1.7.474

|GET /api/management/export/fuzzyQuestionAnswerLog|

Returns list of objects containing all utterances processed by the fuzzy question answer plugin. Desired
time range could be specified using | fromTimestamp| and | toTimestamp| second-based UNIX timestamp.

|userd|

| timestamp|
| intent]|
|'score]

| text|

| steprd]|

| diatlogId|

|matched|

|otherClassifications

Get integration log



This API method is available since bot hosting version v1.7.474

|GET /api/management/export/integrationLog|

Returns list of objects containing all integration invocations. Desired time range could be specified using
| fromTimestamp| and | toTimestamp| second-based UNIX timestamp.

|user1d]|

| timestamp|
|urt]

| method |

| requestBody|

| requestHeaders |

|responseStatus|

|responseBody|

|duration|

Get URL tracker

This APl method is available since bot hosting version v1.7.474

|GET /api/management/export/urlTracker|

Returns list of objects containing row for every click on URL button in bot by every user including target
URL and domain. Desired time range could be specified using | fromTimestamp | and |toTimestamp| second-
based UNIX timestamp.






Trigger API

Pro vyvolani urcitého dialogu pro vybraného uzivatele ve virtualnim asistentovi iniciované externim
systémem je mozné vyuzit Trigger API.

Kazdy bot b&Zi na své doméné (vétsinou ve formatu |https: //feedbot- ${BOT ID}. azurewebsites. net|) a
je chranén klicem bud' v |?code=. .. | URL query parametru nebo | x- functions-key: ... | HTTP hlaviéce.

| POST /api/management/trigger/${ADDRESS JSON AS BASE64}/${DIALOG ID}/${MODE?} |

® parametry volani jsou:
© adresa uzivatele (objekt s propertami|bot|, |user |, |channelld| a|conversation?|) ve formatu
JSON fetezce zakédovaného pomoci BASE6G4
© ID dialogu, ktery se ma spustit
© volitelné mdd spusténi, aktualné podporovany jen "clear", ktery nejprve smaze pozici
uzivatele ve stromu a pak teprve spusti dialog
* v téle pozadavku mize byt JSON objekt s dodatecnymi informacemi, které se ulozi do dat uzivatele
® reakci na ni je potfeba pfedem definovat v Designeru, kde je mozné pfipadné pomoci proménnych
vyuzit dodatec¢né informace

Priklad pouziti

® uzivatel si zazada o prevod kreditl na své vérnostni karté na Ucet, pricemz tato operace mize trvat
nékolik minut

® virtualni asistent pomoci integra¢niho kroku zavola systém zakaznika v¢. pfedani ID uzivatele pro
zahajeni prevodu

® uzivatele informuje, ze prfevod zapocal + spusti timeout na 10 min, ktery by uzivatele informoval, ze
prfevod se nepovedlo dokoncit v pfipadé, ze ze systému nepfrijde do té doby odpovéd

* pokud se prevod poved], systém zavola na botovi Trigger API|P0ST
/api/trigger/5ca39df/transfer- complete?code=. .. | s detaily transakce jako JSON télem
pozadavku, coz spusti dialog, ktery potvrdi uzivateli Zze se vSe povedlo a zobrazi detaily transakce

* pokud se pfevod nepovedl, systém zavola na botovi Trigger API|PosT
/api/trigger/5ca39df/transfer-error?code=. .. | a virtudlni asistent na to zareaguje chybovou
zpravou s instrukcemi jak pokracovat dale



External APl recommendations

Do virtualniho asistenta je mozné pfipravit libovolné mnozstvi "integracnich krok(", coz jsou body
konverzacniho stromu, kdy se virtualni asistent pomoci APl integruje s jinym systémem za ucelem ziskani
néjakych dat nutnych pro svou funkci nebo naopak néjaka data, ktera od uzivatele zjistil do systému
posila.

Ve formatu a struktuie API se virtudini asistent m{ze pomérné dost pfizplsobit, pokud by ale API vznikalo
az kvlli nému, je mozné se drzet nasledujicich doporuceni, aby implementace byla co nejplynulejsi.

Doporucené vlastnosti API

® Autentizace idealné jednim z nasledujicich zplsobl
° ysername+password jako BASE64 string v hlaviéce | Authorization: Basic ...
° token v hlavié&ce | Authorization: Bearer ... |
° mulze byt jeden pfedem dany pro celého virtualniho asistenta
° nebo pokud bot napf. bézi uvnitf systému, kam se uzivatel pfihlasuje, mlze byt tento
token predan botovi vzdy se scopem daného uzivatele, takze bot bude mit maximalné
jeho opravnéni a ne vyssi
° standardni OAuth2 |client credentials| grant (tedy separatni pozadavek pro ziskani a
prodlouZeni accces tokenu, ktery se pak pouZije v |Authorization: Bearer ... |s kazdym
pozadavkem
® Idealné se drzet REST pravidel pro pouzivané HTTP metody
© GET pro ziskani dat
© POST pro zaloZeni nového zdznamu nebo spusténi néjaké akce (neni idempotentni)
© PUT pro aktualizaci existujiciho zaznamu (jeho identifikator idealné jako parametr URL)
© PATCH pro ¢aste¢nou aktualizaci existujiciho zaznamu (jeho identifikator idealné jako
parametr URL)
© DELETE pro odstranéni existujiciho zdznamu (jeho identifikator idealné jako parametr URL)
® Télo pozadavku i odpovédi jako JSON
® Pokud to dana metoda vyZzaduje, filtrovani a fazeni dat implementovat jako parametry URL adresy,
nebo jako vlastni|x-... | HTTP hlaviéky
® Maximalni ¢as odezvy by bylo dobré drzet pod 3 sekundami, protoze v nékterych use-casech se
API mlze volat synchronné v redlném Case a uzivatel bude na vysledek Cekat

Ukazka

Virtuaini asistent mlze pomoci API ziskat ze zavislého systému seznam udalosti, které ma naplanované.
ID uzivatele jsou pfedany napfr. do WebChat komponenty uvniti néjakého interniho systému, kde je
uzivatel jiz autentizovan. Data bot vyuzije k zobrazeni "carouselu" s naplanovanymi udalostmi, kde si



uzivatel jednu z nich mlze vybrat a pokracovat né&jakou dalsi akci.

GET https: //somedomain. cz/api/vl/user/33/events

Authorization: Bearer ...

Content- type: application/json

- 200 [{"id":"1", "name":"Onboarding meeting", "date":"2020-05-07T08: 22: 30. 871Z2"}]

Na konci komunikace mUze virtualni asistent odeslat informace o nové ziskaném uzivateli do CRM.
Soucasti pozadavku mlzou byt vSechna data, ktera virtuaini asistent o uzivateli posbiral.

POST https: //somedomain. cz/api/vl/user

Authorization: Bearer ...

Content- type: application/json

{"email": "user@example. com", "name":"Jack", "surname":"User", "interestedInProductIds"

[244, 2341}

- 200 {"id":"433"}



Custom channel API


https://app.swaggerhub.com/apis-docs/feedyou/bot-messages

JSON

JSON (JavaScript Object Notation) je nejCastéji pouzivany format pro reprezentaci dat - pouziva se pro
specifikaci API, configll, nebo se do néj da ukladat cely bot - coz mimo jiné nas pfipad

JSON slouzi zejména k popisovani vlastnosti objektd. Objekt je v tomto pfipadé jakakoli véc o které
chceme zjistit jakeé vlastnosti ma. Vlastnosti objektu pak popisujeme takto:

"klic¢": "hodnota"

Napfiklad pokud bychom popisovali vlastnost auta tak jeho objekt mohli popsat takto:

"color": "blue",

"doorCount": 3,

"brand": "Toyota",

"engine": {

' fuel": "petrol",
"engineCapacity": 1.3,
"cylinderCount": 4

h
"assets": ["AC", "GPS"]

Zde popisujeme vlastnosti auta jako jsou barva, pocet dvefi atd., kromé toho je zde zanoreny objekt s
vlastnostmi motoru a pole s doplriky auta - klimatizace a GPS

Objekty a pole mohou obsahovat dalsi objekty a pole, toto mizZe slouzit k oddéleni kontextu dat

Typy v JSONu

® String
© Textovy fetézec (to co je v uvozovkach)
© "Petr", "I", "Hello world!"



Number
° Cislo v&etné desetinnych, zapornych a védeckych zapist
©1,-10, 2.5, 1.2e10
® Boolean
© Informace zda je dana vlastnost pravdiva/nepravdiva
© true / false
® Null
© 74dna hodnota
® Array
© Pole/Seznam polozek
° 1,2, 3] ["blue", "red", "green"]
® Object
© Objekt s popisem vlastnosti
© {"key": "value"}{"name": "Pavel", "age": 31}

Pristup k hodnotam

K hodnotam v JSONu Ize pfistupovat pres teCkovou notaci, tedy pokud budeme mit napfiklad tento JSON:

{

“color": "blue",

“doorCount": 3,

"brand": "Toyota",

"engine": {

' fuel": "petrol",
"engineCapacity": 1.3,
"cylinderCount": 4

h

"assets": ["AC", "GPS"]

}

a budeme chtit zjistit obsah motoru, tak toho docilime timto fadkem:
|car.engine.engineCapacity|
pokud budeme chtit zjistit jaka je prvni polozka v seznamu dopliikd, tak toho docilime timto radkem:

|car.assets[0]|



Prvni polozku ziskame pfistupem do indexu O, protoze JavaScript Cisluje pole od O



Podklady pro vytvoreni
integracniho kroku

Ahoj, jsem tvUj checklist k tomu, aby se vyroba integracniho kroku obesla bez zbyte¢nych prodlev. Drz
se mé a za hodinu mdzes$ mit perfektni integracni krok a v3ichni budou nadseny fifl. A to je skvély, no ne?

TakzZe co teda budem potrebovat?

1. APl URL klienta

Kdyz chceme nékam sahnout pro data, nebo je nékam zapsat, musime védét kam - k tomu nam slouzi
API url, ktera nas navede na rozhrani klienta, pres které nam poskytne data, nebo ndm umozni je
zapisovat.

2. API Key klienta

ProtoZe bezpecnost je dllezita a klient ve vétsiné pfipadl nebude chtit, aby mu kdokoli mohl sahnout do
databaze, bude mit svoje API néjak zabezpecené, ve vétsiné pripadl se bude jednat o zabezpeceni s
Bearer klicem. Ten budeme muset od klienta dostat, abychom byli schopni zavolat API.

Pfiklad kli¢e: | Authorization: Bearer abcdef1234]

3. Specifikace API

Specifikace API je potfeba, abychom védéli z jakého koncového bodu, jaké informace posilat, nebo
stahovat. Jedna se v podstaté o takovou "dohodu" mezi nami a klientem jaka data, a v jakém formatu,
ocekavame. Soucasti specifikace mize, ale nemusi byt APl URL a API kli¢, na toto neni pravidlo a kazdy
klient specifikaci pojima jinak, proto je dobré se zeptat, zda tyto informace specifikace obsahuje, pokud
neobsahuje tak je potfeba o né pozadat.

4. Priklad volani

Ke kone¢nému otestovani je potfeba mit néjaka data, na kterych si dokazeme zjistit, jak ziskana data
reprezentovat v botovi. Tedy napriklad pokud se jedna o bota pro zasilkovou sluzbu a klient chce
zobrazovat data o zasilce na zakladé zadaného Cisla zasilky, tak budeme potfebovat néjakou testovaci



zasilku abychom si ovéfili, zda volani probéhlo v poradku.



Campaigns API

API specification


https://app.swaggerhub.com/apis-docs/feedyou/bot-management

